
Fighting Digital Fraud and 
Collaboration With Law Enforcement

A law enforcement and merchant collaboration to combat 
digital fraud.

Detective Mark Hwang – Anaheim Police Department
Detective James Woo – Anaheim Police Department

Your source for payments education



Key Takeaways 
•Understand Emerging Fraud Tactics

Gain insight into how criminals use synthetic identities, account 
takeovers, and point-of-sale (POS) terminal manipulation to commit 
large-scale fraud.
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Key Takeaways 
•Recognize the Impact on Merchants

Explore how digital fraud leads to chargebacks, financial losses, and 
long-term reputational damage across multiple merchant sectors.
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Key Takeaways 
•Analyze Real-World Case Patterns

Examine recent fraud investigations and case studies to identify 
common indicators, suspect behaviors, and cross-jurisdictional trends.
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Key Takeaways 
•Strengthen Law Enforcement–Merchant Collaboration

Discover how partnerships between law enforcement and 
organizations like the PaymentsEd Forum can improve detection, 
reporting, and disruption of digital fraud schemes.
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IMAGINE THIS… 



 On 6-4-25, the Resort Hotel GM called APD regarding a 
suspicious subject who booked multiple hotel rooms.

 “Madhav Raja” initially booked the hotel rooms online 
using the reward program of the hotel.  

 The initial payment was declined via online booking. The 
secondary payment was completed via POS terminal by 
manual input. The secondary payment was declined. 



 Attempt to contact Madhav Raja with negative results 
(telephone).

 The door knocked to the hotel rooms led to numerous 
unregistered occupants encamped inside without 
permission. 

 Police responded for trespass/keep the peace and 
learned the hotel rooms were sub-rented from Madhav
Raja.



DO WE HAVE A CRIME?









 As of 6-4-25, we learned there were approximately 12 hotels 
affected by Madhav Raja. 

 Madhav Raja was using the Hilton Honors, Bonvoy Marriott, 
and IHG reward programs. 

 The suspect spent $30,000.00 a month using stolen credit 
cards and earned “Platinum” status within one week. 
Approximately $360,000.00 loss for the hospitality industry. 



WHAT ARE THE CHALLENGES THAT 
ARE CURRENTLY IMPACTING LAW 

ENFORCEMENT?





LOYALTY/REWARD 
POINT THEFT



How Long Have Loyalty/Reward  
Programs Been Around?

LOYALTYREWARDCO.COM



Loyalty/Reward Point Theft
 Loyalty programs have become an integral part of 

modern business strategies.
 Membership rewards
 Membership discounts
 Exclusive perks to customers (i.e. Silver, Gold, 

Platinum, Elite Platinum)

 These programs are designed to foster customer 
engagement, increase retention, and drive revenue. 



 These amazing loyalty/reward programs also make 
them vulnerable to fraud. 

 Account Takeover (ATO) – In ATO fraud, criminals 
gain unauthorized access to a user’s loyalty account. 
They may use stolen credentials, phishing attacks, or 
brute force techniques. Once inside, criminals can 
redeem points, change account details, or transfer 
rewards. 

Loyalty/Reward Point Theft



 These amazing loyalty/reward programs also make 
them vulnerable to fraud. 

 Point Manipulation – Criminals exploit vulnerabilities in 
loyalty/reward point programs to inflate their points 
balance. They may manipulate transaction records, 
create fake transactions, or exploit loopholes in point 
redemption rules. 

Loyalty/Reward Point Theft



 These amazing loyalty/reward programs also make 
them vulnerable to fraud. 

 Internal Fraud – Insider fraud occurs when employees 
or partners conspire with external criminals to defraud 
the loyalty program. This can involve creating fake 
accounts, transferring points, or selling rewards on the 
black market. 

Loyalty/Reward Point Theft



Chargebacks911.com

Facts



Chargebacks911.com



Chargebacks911.com





















Summary & Key Takeaways 
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Collaboration

Trust

Inspiration

Exchange

Assist

Support

Success

Share

Teamwork



Thank you
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• Don’t forget to submit your session evaluation!

Detective Mark Hwang
mhwang@anaheim.net
Cell: 714-719-9995

Detective James Woo
jwoo@anaheim.net
Cell: 714-321-4294

mailto:mhwang@anaheim.net
mailto:jwoo@anaheim.net
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